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What are the issues with HRP identification in DOE?

o A mission-critical task for DOE

« Substantial resources required o
perform the task

o Offen time-consuming resulting in o
backlogs

- Training of SMEs with recent HRP R e
policy updates, ever-changing
poicies (al=]- GiE)

e Tracking of HRP items Mt

e Classification becomes outdated
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Can we leverage recent
advances in Ariificial Intelligence
to do HRP classification

efficiently?
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Solution Strategy

e Build an Al-tool leveraging LLMs to look info
updated DOE policies (CFR, USML/ITAR, CCL,

EAR???), CIHCHyZG The PUI’Chdse RequeSt from AI-Driven High-Risk Property Identification
Ariba, and classify each Line Item info a set of
predefined classes.

A
(&7 Identify High-Risk Ttems

e Build a tfrustworthy Al model that gives correct
explanation of the classification
with evidences and reasoning

Detecting sensitive property in
purchases

Flag for Compliance

« Emphasize on the confidence of the model to
automate the "low-hanging fruits”

Integrate with SAP/Ariba

Ensuring seamless data management

 An expert-in-the-loop infrastructure o frain the
model on human feedback

 Identification at the request stage
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Al4HRP Tool Development Components

[ Policy Analysis EER] i

CFR Analysis ~
USML/ITAR Review ~
CCL and EAR999 Evaluation "~

. [Sc/ Classification System ]

4 ) I ’ " Line Item Categorization
h @ - " Predefined Class Sets

- -

Al Tool .
Development

[Model Confidence é@] - \_

~~ Evidence-Based Explanations

Confidence Metrics ™" .
' " Reasoning Transparency

Automation of Tasks "~

[g’ Expert Feedback Loop]

:f " Human Feedback Integration

" Model Training Enhancement
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— Current AI4HRP Architecture
Chunking with
lg(;/g rlap'plcr;g Contextual chunk |
stiding window generation using LLM
—> Chunk 1 Contextual Chunk 1 G <
Chunk 2 Contextual Chunk 2
e ee e Query
Chunk N Contextual Chunk N
|
v
Knowledge base
, ﬁ Prediction: High-Risk
- Top N Control list: CCL
> < SR Confidence score: 90%
Step-by-step
. . . SEEE reasoning:
Rule-based Algorithm Embedding Model

Term statistics
and document

Vector
Embeddings

Postprocessing
Module

properties

[ l

Vector
Embeddings

v

Response e

Relevance Score
Vector Database

Index
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urrent Status

e At a pilot stage released to our alpha
set of SME’'s for evaluation and
feedback

 Integration with procurement workflow
going on

« Human-in-the-loop infrastructure to let
the model learn over time (re-
inforcement learning)

e Highly accurate on high-priority classes
ITAR/USML & NRC) — rare miss
(sanitized 8k instances)

« Sometimes the model gets confused
on dual-use items
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Vanessa Lama, Maria Mahbub, Sanjay Das, Tirthankar Ghosal

Constraints & Objectives System Architecture (Data flow and API)

High-Risk Property (HRP) must be classified under evolving |~~~ "~~~ 7T maam o e e
federal compliance frameworks:

* ITAR — International Traffic in Arms Regulations 1 el e
* NRC — Nuclear Regulatory Commission T ol D o e Lo PO IROCISL ol i |
* CCL — Commerce Control List = = +
: FEEDBACK ENOPOIT |_
Can modern Al systems assist in accurate, scalable —trm RN !

classification if applied early, at the point of acquisition?

API Contract

* SME proficiency

takess 12+ months.
« Tocit knowledgs
isnt codfied

« egs and gidance Execution Modes - same/submit pipeline
Manual HRP pdate Interactive (e by )
Pipeline el ="t s e o v 1
it docuon s nc
\ *1:1 verification is
ntonshve
* Emor-prone.
*Notscolsble Human.inthe-Loop & Similarty Memery
¢ + Deseraadonstack [r— Simaurey memery
R et + Enteangs o yondrhmmodel
rsonotaiowsance * St G e oo
+ Weaktraceabiy, s o
QA ond coltation
Figure: Key points that drive the framework architecture Figure: Request -> decision path and endpoints. The API card shows current request/response fields implemented in code
System Planes & Interactions: Data, Control, Observability Retrieval Infrastructure
aneiang cors/sutc Sttty Warm sart
| o ous=n ——
‘ ! . || Gy
i |
H (- ENRICH || BULDQUERY | | INFERENCE | POST-PROCESS u
Data plane oS mbepnama || P, s o e prdost "
(request — decision) || I ¥ =
L swuamy L FEEDBACK
v z
SaLte Feedhack :
Observability o prn e - z
and iRt et Console Logs ‘ ‘ Rendwrsg Evidence
porsistonce I S . I
N
o - L
Figure: Control configures the data flow; observability records logs, evidence, and writes Figure: Retrieval Augmented Generation (RAG) architecture — visual overview of the

retrieval, reasoning, and postprocessing flow.

Systems Evaluation Summary and Future Work

Regulatory Category * Results: ~78% accuracy on two-class HRP vs. non-HRP classification across held-out items.
« Errors: Minimal high - low fal i ining dual i -> SME.
* System: Built a traceability-first, API-driven retrieval and ing pipeline with h in-the-loop feedback and
ITAR/USML s382% imilarity memory for i
NRC 90.00% Clted step-
Model by-step Comparable ==
comected reasoning fo1-2year
+ outdated + increased + HRP ™
cCcL 76.50% labels SME appointee
confidence
EAR99
L Classification « Integration into SAP by ORNL's i Services Division (ITSD)
. . Accuracy « Extend the system to new regulatory domains, including biomedical, legal, and export control contexts
Classification accuracy by regulatory * Improve long-term memory and feedback integration for institutional learning
category (80% overall accuracy)
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Vendor * ltem Name *
Accuracy International 50 caliber Rifle
Model no. *
AWS50

Description *

The British military uses the AWM variant, which is a long range sniper
rifle. Other users include Germany. The AW5@ is in limited use with some special forces units.
Variant AW5@: Standard variant with a 27 inch barrel. AW50F: This variant fires the Raufoss
NM14® MP and other .50 rounds. It is fitted with a fully adjustable bipod and buttstock heel
rest. This is the most common variant. Users Australia, Germany, Indonesia, Ireland, Malaysia,
Partiinal Clauakia SQnuth Karea and Thailand Tmanec Standard variant af tha AWRA Snirras v

P iI f U I f r Prediction: High-Risk
E I f. Control list: ITARJUSML H Confidence score: 99.75%
Step-by-step reasoning:

° 1. The AW50 is a .50 caliber rifle, which falls under the category of firearms described in the passages. Specifically, semi-automatic firearms of .50 caliber or less are
e s I n controlled under ECCNs 0A506 and 0A507, and fully automatic firearms and related accessories are referred to USML Category |.
2. The AW50 is a sniper rifle used by military forces, indicating it is likely to be considered a defense article.
3. USML Category | covers firearms and related articles, including rifles of .50 caliber or less, which aligns with the AW50's specifications.
4. The AW50 is not related to nuclear materials or equipment, so NRC 10 CFR Part 110 does not apply.
5. Given the AW50's classification under USML Category |, it does not fall under the Commerce Control List (CCL) or EAR99, which are typically for items not specifically
designed for military use.

References:

Page

Document Name
Number

Context

The document outlines various types of sighting and aiming devices for firearms, including holographic sights, reflex or "red dot" sights,
reticle sights, and other optical sighting devices. It specifies laser aiming devices or illuminators designed for firearms with operational

'The Commerce Control wavelengths between 400 nm and 710 nm, excluding laser boresighting devices used for aligning firearm sights. Additionally, it covers
List (section: eCFR __ 15| 17 |lenses, optical elements, and adjustment mechanisms for these devices. Riflescopes not subject to the EAR as of March 8, 2020, and
CFR Part 774) designed for firearms under ITAR control are also included. The definition of "specially designed" for these riflescopes is determined by

paragraph (a)(1) of the definition in § 772.1 of the EAR. The document further mentions ammunition control requirements under various

reasons such as NS, RS, FC, CC, UN, and AT.

The document outlines the classification and control of various firearms and related components under the Export Administration

Regulations (EAR). Specifically, ECCN 0A501 covers non-semi-automatic firearms, excluding 0A502 shotguns, and their related

0 A.K RIDGE commodities. ECCN 0A502 pertains to non-automatic shotguns and certain parts for semi-automatic shotguns not controlled by 0A509.
\ |The Commerce Control ECCN 0A504 and USML Category Xll regulate optical sighting devices. The items listed include semi-automatic centerfire rifles of .50
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Results and Agentic Approach (next stage)

o T M T e e e e e e e T T T O T

e We achieved a 77%
overall accuracy on
HRP classification.

« 88% accuracy on § —_=:j | P%‘,ﬂm ‘

Vector Summary

Vector database ’

controlled properties \4
(lTA R / USM I_ , N RC) . \_' HRP Agent " A FL Agent

« We propose an ) 8- | v
agentic framework for 5
improving the {
performance. e oooooeeeeeeeee

Final Response
(Proposed label + citations)
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Few snapshots of the proposed tool-
in-practice (Human-in-the-loop)
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() _ReviewPurchases  Help
Review Purchases
Tab Text Tab Text More v
Approved by Date;
Search Q Any v All =]
~ R

Queue Date Escalated Date Purchase Order Number Escalated by Items
MNov 5, 2024 MNov 20, 2024 PR-1234-5678 lsanc Washington 10
MNov 5, 2024 Nov 15, 2024 PR-4567-8912 Adam Bricker 10
Nowv 3, 2024 Nov 13, 2024 PR-6789-0123 Manica Rambeau 10
Nov 3, 2024 MNov 10, 2024 PR-8901-2345 Hank McCoy 10
MNov 2, 2024 MNov 09, 2024 PR-901-23456 Maira McTaggert 10
Nov 2, 2024 Nov 04, 2024 PR-3456-7890 Charles Xavier 10
Oct 31, 2024 Nov 02, 2024 PR-1234-5678 Isaoc Washington 10
Oct 31, 2024 MNov 01, 2024 PR-4567-8912 Adam Bricker 10
Oct 18, 2024 Oct 30, 2024 PR-6789-0123 Monica Rambeau 10
Oct 15, 2024 Oct 20, 2024 PR-8901-2345 Hank McCoy 10
Oct 15, 2024 Oct 17, 2024 PR-901-23456 Maira McTaggert 10
Oct 12, 2024 QOct 14, 2024 PR-3456-7890 Charles Xavier 10
Oct 10, 2024 Oct 11, 2024 PR-4567-8912 Adam Bricker 10
Oct 10, 2024 QOct 10, 2024 PR-6789-0123 Monica Rambeau 10
Oct 08, 2024 Oct 10, 2024 PR-8901-2345 Hank McCoy 10
Oct 08, 2024 Oct 09, 2024 PR-301-23456 Maira McTaggert 10
Oct 08, 2024 Oct 09, 2024 PR-3456-7890 Charles Xavier 10
Oct 08, 2024 Oct 09, 2024 PR-3456-7890 Charles Xovier 10

Apply Filters RIS

High Risk Items

2 > I

4 >
2 >
2 >
1 >
2 >
2 >
1 >
2 >
2 >
1 >
2 >
1 >
2 >
2 >
1 >
2 >
2 >
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@ Review Purchases Help OR

Review Purchases

Tab Text Tab Text More v Work items with errors 2 0x
PR-1234-5678
Search Q
TN Work Items with Errors 1]
Item Description HR Probability ~ Confidence Risk Level
Escalated Purchase Orde... The Phenom Pro e
desktop SEM is
Phenom ProX L
Nov 5, 2024 PR-1234-5678 > Scanning optimized to be
Electron ::fmu-.:i?:‘:ei:"- 54% 80% @ Unsure >
Nov 15, 2024 PR-3456-7812 > Microscope o\ ctem for any
application,
Nov 13, 2024 PR-6789-1234 >
Ideal for
Nov 10, 2024 PR-8901-2345 > observing drill
bits, milling tools,
and injection
Mov 9, 2024 PR-9012-3456 > Microtool needles, simply
5 | secure the 5206 23904 N
Nov 2,2024 PR-0123-4567 > hotr sample with o e
non-destructive
. clamping
Oct 31, 2024 PR-2345-6789 > it mechanism and
start imaging
Oct 28, 2024 PR-9012-3456 > within minutes.
Oct 28, 2024 PR-8901-2345 > Effectively
reduces electric
charge buildup,
Oct 15, 2024 PR-4567-8901 ¥ Charge minimizing the
Reduction amount of .
Oct 15, 2024 PR-8901-2345 > Sample preparation 98% 60% & High >
Holder needed to
Oct 12, 2024 PR-8901-2345 > analyze
— nonconductive
samples.
Oct 10, 2024 PR-8901-2345 4
The Mebula is
Oct 10, 2024 PR-8901-2345 > designed to
Nebula assist in
Oct 08, 2024 PR-8901-2345 > Particle dispersing 88% 78% A High >
Dispenser pmr\r.der. sumplfas,
facilitating their
Oct 08, 2024 PR-8901-2345 > preparation for
SEM analysis.
Oct 08, 2024 PR-8901-2345 ’
Prepare artifact-
free samples for
Od 08‘ 2024 PR_8901_2345 > lawm LAil= bisb mamlitor N0 anaé ~ A
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@ Review Purchases Help OR

Review Purchases

Tab Text Tab Text More Purchase Order o3 X Property Status L3 oX
PR-1234-5678 2
Searct Q &
sl . Phenom ProX Scanning Electron Microse...
Al Work Items with Errors b
Item Risk Review/Edit The Phenom Pro desktop SEM is optimized to
be the ultimate all-in-one imaging system for
Escalated Purchase Orde... Phenom ProX any application.
Scanning
I Nov 5, 2024 PR-1234-5678 > Electron
Al Assign risk for:
Now 15, 2024 PR-3456-7812 > The Phenom Phenom ProX Scanning Electron Microscope *
Pro desktop
SEM is el d
Nov 13, 2024 PR-6789-1234 ’ optimized to @ Unaossigned >
be the
Nov 10,2024  PR-8901-2345 > ultimate all- &.
in-one . . .
imaging Reviewer Explanation *
Nov 9, 2024 PR-9012-3456 4 '
system for Placeholder
any
Nov 2, 2024 PR-0123-4567 > application.
Oct 31, 2024 PR-2345-6789 > §i  Microtool
Sample
Oct28,2024  PR-9012-3456 > Holder
Ideal for *’
Oct 28, 2024 N observing drill
C v PR-8901-2345 hits, milling Al Explanation:
s tools, and Eget ullameorper adio tincidunt malesuada.
Oct 15,2024 PR-4567-8901 :‘é‘;‘;‘:: Posuere orci id aliquam dignissim orci at
simpl slecure @ Unsure > convallis. Scelerisque imperdiet scelerisque
Oct 15, 2024 PR-8901-2345 > theliuymple lorem eget suspendisse mi nulla nunc tellus.
with a non- Eget in ut pellentesque mouris quam donec.
Oct 12,2024 PR-8901-2345 > destructive Viverra posuere gravida nisl neque, Feugiat
clumping eget cras at ipsum molestie.
Oct10,2024 PR-8901-2345 > mechanism
f:lnd start Diam turpis purus eget neque senectus
Oct 10, 2024 PR-B201-2345 5 l:’:tg:g venenatis. Ultrices egestas nisl facilisi nulla
minutes. purus arnare venenatis. Ornare mauris enim
Oct 08, 2024 PR-8901-2345 5 amet nullam ullamecorper,
Charge
Oct 08, 2024 PR-8901-2345 > Reduction
Sample
Holder
Oct 08, 2024 PR-8901-2345 4 - <

Effectively
OAK RIDGE reduces | Cancel
National Laboratory -act08, 2024 PR-8901-2345 4 electric - J
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@ Review Purchases Help OR
Review Purchases
Tab Text Tab Text More Purchase Order ox High Risk Property Status 2 X
PR-1234-5678 &
Searct Q &
e . Phenom ProX Scanning Electron Microsc...
~ 2 Work Items with Errors &
Item Risk Review/Edit The Phenom Pro desktop SEM is optimized to
be the ultimate all-in-one imaging system for
Escalated Purchase Orde... Phenom ProX any application
Scanning
I Nov 5, 2024 PR-1234-5678 > Electron
EEIoSCoPE Assign risk for:
Nov 15, 2024 PR-3456-7812 > The Phenom Phenom ProX Scanning Electron Microscope *
Pro desktop
SEM is e o
Nov 13, 2024 PR-6789-1234 > optimized to © Unassigned > ( . D
be the o &y
Nov 10, 2024 PR-8901-2345 > ultimate all- )
in-one High
imaging
Nov 9, 2024 PR-9012-3456 > system for Unsure
any "
Nov 2, 2024 PR-0123-4567 » application.
Oct 31, 2024 PR-2345-6789 > fi  Microtool
Sample
Oct 28, 2024 PR-9012-3456 > Holder
Ideal for ".'
observing drill
Oct 28, 2024 PR-8901-2345 ’ bits, milling Al Explanation:
N _to_ols,_and Eget ullamcorper odio tincidunt malesuada,
Oct 15, 2024 PR-4567-8901 :sj.-:::itl:)sn Posuere orci id aliquam dignissim orci at
simpl s‘ecure @ Unsure > convallis. Scelerisque imperdiet scelerisque
Oct 15, 2024 PR-8901-2345 b4 the ::mple lorern eget suspendisse mi nulla nunc tellus.
with a nen- Eget in ut pellentesque mauris quam donec.
Oct 12, 2024 PR-8901-2345 > destructive Viverra posuere gravida nisl neque. Feugiat
clamping eget cras at ipsum molestie.
Oct10,2024  PR-B901-2345 > mechanism
Flnd S_tc!rt Diam turpis purus eget neque senectus
imaging ) . . o
Oct 10, 2024 PR-8901-2345 3 within venenatis. Ultrices eglestus nisl facuhs! HU”FI
minutes. purus omare venenatis. Ornare mauris enim
Oct 08, 2024 PR-8901-2345 S amet nullam ullamcorper.
Charge
Oct 08, 2024 PR-8901-2345 > Reduction
Sample
Halder
Oct 08, 2024 PR-8901-2345 > - N
Effectively
OAK RIDGE Oct 08, 2024 AR 1-934 > reduces @ Cancel
. ct 08, - - ; \ /
National Laboratory — 8201-2345 electric
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@ Review Purchases Help

Review Purchases

Tab Text Tab Text

2@

Search
Al
Escalated Purchase Orde...
Nov 5, 2024 PR-1234-5678
Nov 15, 2024 PR-3456-7812
Nov 13, 2024 PR-6789-1234
Nov 10, 2024 PR-8901-2345
Nov 9, 2024 PR-9012-3456
Nov 2, 2024 PR-0123-4567
Oct 31, 2024 PR-2345-6789
Oct 28, 2024 PR-9012-3456
Oct 28, 2024 PR-8901-2345
Oct 15, 2024 PR-4567-8901
Oct 15, 2024 PR-8901-2345
Oct 12, 2024 PR-8901-2345
Oct 10, 2024 PR-8901-2345
Oct 10, 2024 PR-8901-2345
Oct 08, 2024 PR-8901-2345
Oct 08, 2024 PR-8901-2345
Oct 08, 2024 PR-8901-2345

Oct 08, 2024
———

PR-8901-2345

More v

Work items with errors v

PR-1234-5678

Work Items with Errors
Item Risk

Phenom ProX
Scanning
Electron
Microscope

The Phenom
Pro desktop
SEM is
optimized to
be the
ultimate all-
in-one
imaging
system for
any
application.

@ Unassigned >

Microtool
Sample
Holder

Ideal for
observing drill
bits, milling
tools, and
injection
needles,
simply secure @ Unsure >
the sample
with a non-
destructive
clamping
mechanism
and start
imaging
within
minutes.

Charge
Reduction
Sample
Holder

Effectively
reduces
electric

High Risk Property Status 2 x

Phenom ProX Scanning Electron Microsc...

The Phenom Pro desktop SEM is optimized to
be the ultimate all-in-one imaging system for
any application.

Assign risk for:
Phenom ProX Scanning Electron Microscope *

Low e

&

Reviewer Explanation *

Placeholder

‘Your explanation will help to train the Al

+¢

Al Explanation:

Eget ullamcorper odio tincidunt malesuada
Posuere orci id aliquam dignissim orci at
convallis. Scelerisque imperdiet scelerisque
lorem eget suspendisse mi nulla nunc tellus.
Eget in ut pellentesque mauris quam donec.
“iverro posuere gravida nisl neque. Feugiaot
eget cras at ipsum molestie.

Diam turpis purus eget neque senectus
venenatis. Ultrices egestas nisl facilisi nulla
purus ornare venenatis, Ormare mauris enim
amet nullam ullamcorper.

'

m Cancel
i »
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Review Purchases Help

Review Purchases

Tab Text Tab Text
Search Q
AR

Escalated Purchase Orde...
Nov 5, 2024 PR-1234-5678
Nov 15, 2024 PR-3456-7812
Nov 13, 2024 PR-6789-1234
Nov 10, 2024 PR-8901-2345
Nov 9, 2024 PR-9012-3456
Nov 2, 2024 PR-0123-4567
Oct 31, 2024 PR-2345-6789
Oct 28, 2024 PR-9012-3456
Oct 28, 2024 PR-8901-2345
Oct 15,2024 PR-4567-8901
Oct 15, 2024 PR-8901-2345
Oct 12,2024 PR-8901-2345
Oct 10, 2024 PR-8901-2345
Oct 10, 2024 PR-8901-2345
Oct 08, 2024 PR-8901-2345
Oct 08, 2024 PR-8901-2345
Oct 08, 2024 PR-8901-2345

Oct 08, 2024
o

PR-8901-2345

More ‘

Your changes have been saved

Worlk Items with Errors

Item

Phenom ProX
Scanning
Electron
Microscope

Microtool
Sample
Holder

Charge
Reduction
Sample
Helder

Nebula
Particle
Dispenser

lon Mills

Description

The Phenom Pro
desktop SEM is
optimized to be
the ultimate all-
in-one imaging
system for any
application.

Ideal for
observing drill
bits, milling tools,
and injection
needles, simply
secure the
sample with o
non-destructive
clamping
mechanism and
start imaging
within minutes.

Effectively
reduces electric
charge buildup,
minimizing the
amaunt of
preparation
needed to
analyze
nonconductive
samples.

The Nebula is
designed to
assistin
dispersing
powder samples,
facilitating their
preparation for
SEM analysis.

Prepare artifact-
free samples for
high quality
cross-sectional
analysis.

HR Probability  Confidence

64% 80%
52% 72%
98% 90%
88% 78%
30% 90%

a
&

Risk Level
® Low >
& High >
A High >
A High >
@ Low >

OR
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Review Purchases

PR-1234-5678 approved

Tab Text Tab Text ———
Approved by Date:
Search Q  Any v oAl &
~Alls

Queue Date Escalated Date Purchase Order Number Escalated by Items
MNov 5, 2024 MNov 15, 2024 PR-4567-8912 Adam Bricker 10
Nov 3, 2024 Nov 13, 2024 PR-6789-0123 Monica Rambeau 10
MNov 3, 2024 Mov 10, 2024 PR-8901-2345 Hank McCoy 10
MNov 2, 2024 Nov 09, 2024 PR-901-23456 Moira McTaggert 10
Nov 2, 2024 Nov 04, 2024 PR-3456-78390 Charles Xavier 10
Oct 31, 2024 MNov 02, 2024 PR-1234-5678 Isaac Washington 10
Oct 31, 2024 MNov 01, 2024 PR-4567-8912 Adam Bricker 10
Oct 18, 2024 Oct 30, 2024 PR-6789-0123 Menica Rambeau 10
Oct 15, 2024 Oct 20, 2024 PR-8901-2345 Hank McCoy 10
Oct 15, 2024 Oct 17,2024 PR-201-23456 Moira McTaggert 10
Oct 12, 2024 Oct 14, 2024 PR-3456-785%0 Charles Xavier 10
Oct 10, 2024 Oct 11, 2024 PR-4567-8912 Adam Bricker 10
Oct 10, 2024 Oct 10, 2024 PR-6789-0123 Monica Rumbeau 10
Oct 08, 2024 Oct 10, 2024 PR-8901-2345 Hank McCoy 10
Oct 08, 2024 Oct 09, 2024 PR-901-23456 Moira McTaggert 10
Oct 08, 2024 Oct 09, 2024 PR-3456-78%0 Charles Xavier 10
Oct 08, 2024 F’ZCS o PR-3456-7890 Charles Xavier 10

Apply Filters Clear Filters (2)

High Risk Items

4 > I

2 >
2 >
1 >
2 >
2 >
1 >
2 >
2 >
1 >
2 >
1 >
2 >
2 >
1 >
2 >
2 >
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